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⎪ Innovative engineering ⎪

B
ased on experiences of installing 
and testing fuel-cell and cooling 
technology in cell phone towers, 
Coetzer noticed that key manage-

ment was a critical element in the telecoms 
space. “This, we believe, is an industry wide 
problem. It affects every cellphone tower, 
electricity substation or lamppost cabinet 
where critical network assets are deployed 
for the delivery of essential and connectivity 
services. Keys are routinely issued to contrac-
tors or staff, for example, but the management 
and recovery of those keys is seldom effec-
tive,” he says.

“Also, traditional locks, even modern elec-
tronic versions such as keypads or biometric 
readers for example, invite vandals or thieves 
to break in. Wherever there are visible secu-
rity features, these elements are targeted by 
people convinced that the enclosed equip-
ment has value, which is often the case. Given 
enough time and unguarded access, even 
the best physical locks can be broken and 
removed, giving 

MechChem Africa talks to Gavin Coetzer, managing director of KAG Technical 
Solutions about its proudly South African “Bluelock” Keyless Access Solution, an 
innovative approach to managing access to deployed network infrastructure such 
as telecommunication and electricity substation enclosures, while overcoming 
physical key management challenges.

Given enough time and unguarded access, even 
the best physical locks can be broken and removed, 
giving easy access to the site.

Vandalism and the theft of batteries and other equipment from these cabinets causes the disruption of local 
services and triggers the need for expensive repairs – often after hours.

The “Bluelock” keyless access 
solution does not offer any 

visible clues as to how the cabinet 
is secured. Instead, it uses Bluetooth 

technology, triggered from a Smartphone 
App and an authorised access token (inset), to 

lock and unlock the cabinet via actuators.

Keyless access for better protection 
of equipment enclosures

easy access to the site, which is certain to be 
damaged or completely destroyed, disrupting 
local services and triggering the need for ex-
pensive repairs – usually after hours,” Coetzer 
tells MechChem Africa.

Having realised the problem, Coetzer 
went looking for solutions. “In Europe and the 
US, all sort of modern USB- and remote-based 
locking systems are available, but these all still 
require a key-like device to be handed over to 
the person requiring access, 
in the hope that it can be 
easily retrieved before 
being duplicated.  

“What we wanted 
to achieve was an 
invisible and keyless 
site access solution, 
which we found lo-
cally being implemented 
for home security and garage 
access by a company called BlueLock. Based 
on the use of Bluetooth technology, this 

system replaces remotes and enables gate 
motors and locking actuators to be 

triggered from a phone. 

KAG “Bluelock” 
keyless access 
solution
KAG Technical Solu-

tions has now incorpo-
rated BlueLock’s receiver 
technology into a new 
Keyless Access system 
specifically designed for 
infrastructure enclosures. 
“This is all built around the 
Smartphone, which can 
be temporarily assigned 
‘secure tokens’ to acti-
vate the locking systems 

at particular enclosures,” Coetzer explains. 
“When close to the locking device in question, 
hidden locks are triggered from the phone 
via the BlueLock App. The signal sent via 
Bluetooth is picked up by the receivers, which 
are also hidden behind the enclosure’s doors 
and fully incorporated into the secure space.

“Bluetooth is a short distance – 20 to 30 m 
– communication system, but it can penetrate 
steel, so it is possible to also hide and secure 
the receiver. This also makes it very difficult 
for a hacker to intercept the code, since they 
would have to be within 5.0 m of the person 
activating the locks,” he adds. 

Describing the advantages, he says “If I 
am in Europe and my geyser bursts at home, 
I can issue a token and an access code to 
anyone with a Smartphone, my neighbours 
for example. First, they will need to download 
the Bluelock App. Then I can send a single use 
time- or date-limited secure token. When they 
are near my front door, they simply unlock 
the doors by touching the App’s activate icon. 
Then, when done, they lock the doors again in 
the same way.

For industry players in the telecoms space, 

KAG Technical Solutions has created an environ-
ment where “we can remove all of the physical 
evidence of a locking system from a cell phone 
tower enclosure or lamppost cabinet leaving the 
steel door completely plain. This makes it very 
difficult for a vandal or thief to determine how 
the system is locked and, therefore, much more 
difficult for them to break in,” he says

“The electrical/electronic locking system and 
its Bluetooth receiver sits behind the locked 
steel-cage door. In addition to this invisibility, we 
no longer need any physical keys for the equip-
ment shelters and all access management – for 
any telecoms shelter or City/Eskom substation 
or distribution site – can be managed via cen-
tralised databases built into the access system,” 
he continues.

The database monitors and records every 
person authorised to access the site along with 
every individual access event. “By allocating a 
secure token for every authorised person, every 
trigger access by that specific person can be 
monitored and recorded, along with the exact 
time. In addition to the security advantages, 
this makes for much tighter accountability of 
authorised staff,” Coetzer explains.

It is also ideal for managing contractors, who 
are often unknown to the network operators. 
“Each contractor first needs to be registered on 
the clients authorised personnel database, and 
this immediately enables checks to be carried 
out against the contracting company’s database. 

Also, though, access can be easily limited to 
exactly what is necessary. “A time limited access 
entry and secure token can be sent, for example, 

which will become useless after having been 
used in the defined period.” he tells MechChem 
Africa.

The locks themselves? “The physical locks can 
be solenoid, any linear actuator or electromag-
netic lock that can be electronically triggered. 
The system needs power and battery back-up 
power to function, but the infrastructure being 
protected usually has these systems anyway, to 
maintain services when the power goes down – 
and we can keep a lock alive for several months 
after a power outage, which the operator will 
know about immediately, anyway,” he responds.

“Reliability wise, the actuators are not used 
every day, so they will never reach their rated 
life cycles. They are housed in clean and dry 
environments and, because only battery-backed 
dc power is used, the power supplied to them is 
very stable,” he assures.

“We have been focusing, very successfully, 
on the telecoms space, initially securing the low-
profile high-security lamppost cabinets, being 
installed for improved GSM, LTE and HSDPA 
data networks. These 2.0×1.5×1.0  m cabinets 
with cellphone masts that are less than 15 m tall 
are being installed in cities all over the world to 
fill the network connectivity gaps and raise signal 
density in urban areas. It’s the modern trend in 
cities,” suggests Coetzer.

“We see our keyless access solution as ideal 
for anyone who has accessible infrastructure 
providing essential services that needs to be 
protected, particularly if key management 
challenges are being experienced,” Coetzer 
concludes. q


