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Time Sensitive Networking:
Deep impact or 
mission impossible?

Ethernet is specified and continually developed in the working groups of the 

IEEE 802 project. Two years ago, the Time Sensitive Networking (TSN) task group 

was established, seeking to make Ethernet usable for time-critical applications. 

However, IEEE 802 does not offer a complete solution, but instead provides 

standards for the data transfer layer that require integration into an application 

concept.

The original plan envisioned the projects of the Time Sensitive Networking 

task group be completed by the end of 2016. However, in addition to the six 

originally proposed extensions to the Ethernet standard (see pages 12 – 13), 

further projects are under discussion in the meantime. For example, the group is 

developing a procedure that involves forwarding of time-critical messages only 

to the immediate neighbour during each cycle (IEEE 802.1Qch). This is advanta-

geous if the cascading depth is low. The approach can help integrate wireless 

devices or other components with latency that is difficult to determine, and it is 

more robust than time control.

An additional aspect discussed by the experts is how to limit the effects of 

nodes that act incorrectly. To this end, the incoming side (ingress) of the nodes 

must monitor the partners (IEEE 802.1Qci). Ethernet itself is also subject to 

changes: particularly noteworthy is the new two-wire transmission technology 

(100 Mbps: IEEE P802.3bw, 1 Gbps: IEEE P802.3bp), for which unshielded cables 

can be used. The main drivers for new projects here are car manufacturers. If 

the forecasts of half a billion Ethernet ports installed in vehicles by 2021/2022 

come true, this will also have a lasting effect on other markets – not just direct 

suppliers.

Does TSN really help automation companies?

The procedures defined in TSN are not suitable for efficient distribution or 

for gathering small data quantities. Compared with an EtherCAT solution, 

for a typical data volume below 10 bytes per device, TSN would result in a 

tenfold increase in protocol overhead, even in a best-case scenario. The TSN 

approach, with its significantly poorer efficiency, is therefore not really suitable 

for conventional I/O or drive applications. However, it can have advantages in 

heterogeneous environments with data quantities of more than 100 bytes per 

transfer. Such an environment can be found, for example, in the networking of 

controllers, in robot cells, or in the integration of camera systems into automa-

tion systems.

TSN standards do not provide tailor-made solutions

Since standards are unable to take into account individual cases and special 

requirements, some functions may not be particularly suitable for specific 

automation applications. For example, although IEEE 802.1Qca includes a 

provision for the distribution of topological information, this protocol contains 

so much functionality that there is significant transfer and memory overhead. 

The lack of scalability limits the usability for simple nodes, as the important 

information regarding the topology could be distributed with significantly 

lower overhead.

The degrees of freedom for synchronisation were limited in IEEE 802.1AS. Yet 

there is no restriction on the forwarding delay of the individual nodes, which 

may have a very negative impact on the clock control loop. The delayed adjust-

ment of the clock may cause increased inaccuracy in individual nodes.

The major shortcoming of Ethernet often boils down to a lack of real-time capability. The IEEE task group Time Sensitive 

Networking (TSN) intends to change this. The intention is for real-time to become an integral part of the Ethernet 

standard, rather than a non-standard-compliant add-on. But is this really a feasible approach?

1) (2014 Ethernet & IP at Automotive Technology Day, Automotive Ethernet: Market Growth Outlook, Ian Riches, Strategy Analytics: http://standards.ieee.org/events/automotive/2014/00_Automotive_Ethernet_Market_Growth_Outlook.pdf)
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Synchronized sending in a reserved channel can eliminate the impact of other 

protocols on time sensitive streams, the real-time traffic would have to be 

scheduled, however, to avoid additional delays in the cyclic data exchange. This 

is a complex optimization task, and thus it is not feasible to find the optimal 

schedule even with a limited amount of data streams in a reasonable time.

Integration in applications

The focus of IEEE 802 is data communication. An application layer is required 

to integrate communication into a control environment. At cell level, however, 

proprietary application protocols of the control system manufacturers dominate. 

There are several standards at the I/O level with similar structures which may 

be used. The limited addressing volume may present challenges, but the model 

itself can be applied. CANopen-based protocols with certain extensions would 

be a candidate as an intermediate level. This would facilitate the transition to 

the I/O protocol world and would therefore be efficient, both in the cyclic and 

acyclic range. 

Moreover, there are new efforts under way concerning the OPC UA standard, 

focussing on enhanced real-time capabilities, and also allowing for support of 

TSN. OPC UA offers a very powerful infrastructure which can be extended with 

real-time capabilities. Thus it enables a unique approach to define a common 

real-time protocol suite at higher levels of automation. 

TSN – a success story?

Industrial communication has been a key driver for progress in automation 

technology. However, it has also produced a number of “ghost towns”, such as 

the Manufacturing Automation Protocol (MAP), or the attempt to network with 

.NET components. All failed approaches were characterized by unnecessarily 

high complexity of protocols with relatively low efficiency and a lack of focus 

on the needs of automation vendors. TSN also has a tendency towards more 

complex procedures. Nevertheless, there are quite a few companies that have a 

strong interest in standardized real-time Ethernet at cell level. However, at the 

field level working solutions are already available. The willingness to establish 

an additional fieldbus will likely be limited. Still, TSN could well play an import-

ant role higher up in the automation pyramid.

So it makes sense to grapple with TSN and associated activities, even if many 

key questions remain. Automation companies and automation providers should 

build on the achievements at the I/O level to-date. If TSN is to become a suc-

cessful model for automation in a heterogeneous cell infrastructure, there is a 

need to agree on an application protocol and to select appropriate real-time 

mechanisms from the TSN pool.
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Technology in detail: The real-time standards
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To date, the TSN group has initiated six standardization projects:

Improved synchronization behaviour (IEEE 802.1ASbt)

The previous version of IEEE 802.1AS had already specified a synchronization 

protocol for the timing of distributed clocks, based on the IEEE 1588 standard. 

It had promoted the integration into a standard Ethernet environment. However, 

compatibility with other 1588 Ethernet profiles was lost. The new version will 

incorporate the accepted features of one-step transparent clocks. The main area 

for improvement right now is the response to error situations, such as failure of 

a communications line or a master. The new version should also be able to deal 

with different time domains in a device.

Frame Preemption (IEEE 802.1Qbu)

A major problem for deterministic transfer of time-critical messages is legacy 

traffic on the same network segment, where an individual frame can be more 

than 1,500 bytes long. This can result in delays of up to 125 μs per node cycle. 

The problem can be addressed by means of a frame interruption mechanism 

(specified within the IEEE working groups in Ethernet project P802.3br). Ulti-

mately, this mechanism will require not only new network components, but also 

new Ethernet ICs in the end systems.

Enhancements for Scheduled Traffic (IEEE 802.1Qbv)

The time control of send operations plays a key role in TSN. Just like in “real life”, 

there may be traffic jams on information highways, and even with high-priority 

real-time data and preemption, there may still be some variation in transmission 

times. Since the time-sensitive streams are transmitted cyclically, largely undis-

turbed communication can be realized by blocking less time-critical data just be-

fore cyclic communication. The procedure is comparable to traffic light control.

Path control and Reservation (IEEE 802.1Qca)

In order to get from A to B as quickly as possible, you need a map and a route 

planner. Just like in everyday life, a network requires one to capture the way 

in which components are arranged and determine how to select the commu-

nication routes in the most efficient manner. The protocol can be based on the 

“Intermediate System to Intermediate System” (IS-IS) concept, which is also 

used by routers. It involves gathering and distribution of topology information. 

After several iterations, all nodes have all the topology information from the 

entire network. If there are several possible routes that lead to the destination, 

the procedure can be used to find the shortest one. It can also be used to 

identify redundant routes. This project was initiated outside TSN using built-in 

TSN-features.
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Seamless Redundancy (IEEE 802.1CB)

Although the IEC already provides specified protocols for seamless redundancy 

such as High-Availability, Seamless Redundancy (HSR), or the Parallel Redun-

dancy Protocol (PRP), they require that the complete data exchange between 

stations be designed for redundancy. This can cause problems, because the 

order of the messages is not respected in the event of a fault. In addition, 

troubleshooting is quite complex. For IEEE 802.1, it was therefore decided to 

explicitly apply seamless redundancy only to individual critical data streams. 

This makes it possible to reduce the protocol overhead, and critical points are 

easier to identify.

Stream Bandwidth Reservation (IEEE 802.1Qcc)

A major problem with Ethernet is found with overload situations, such as when 

data are received through two channels and forwarded over a single output. A 

large memory is also sub-optimal, since the delay increases with the number 

of bytes stored. This delay (best effort) cannot be controlled by increasing the 

response time in automation technology. If real-time data streams have high 

priority, this results in a risk that the rest of the communication is delayed 

forever. For this reason, the required stream bandwidth is determined and 

reserved. The reservation protocol allows a real-time load of up to 80 % of the 

bandwidth. It is an extension of the existing reservation protocol. It has become 

clear, though, that it will not be feasible to meet all the extended requirements 

of TSN by merely extending the existing reservation protocol. This means that it 

will still be necessary to find additional mechanisms for implementing real-time 

channels in the future. 

The two new projects .1Qch and .1Qci have been initiated; they are, however, 

not yet clearly defined in terms of detailed objectives.
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